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1. O0wue nosoxeHmst

1.1. Tlonoxxenre o mopsiike OpraHU3alM M MPOBEAEHHHM PaGoOT MO TEXHUYECKOH
3amure nepcoHanbHbIX JaHHBIX B MBY JIO «CI «Buxropusi» MO VYcrtb-Jlabunckuit
pailoH (Jlanee COOTBETCTBEHHO — TIOJIOXKEHHWE, OpraHW3alus) SBISETCS OCHOBHBIM
JOKYMEHTOM IO 3alluTe MEePCOHANbHBIX JAHHBIX, COofiepXkaliuxcsi B 6a3ax HaHHBIX, H
Onpeenser Lelu, NOpsANA0K OpraHM3aluy, MUIAHUPOBAHUS U BBITIOJIHEHUS MEpPOINPUATHH
N0 TEXHWYECKOM 3alllUTe MEepCOHATBbHBIX JaHHbIX. [Ipd 3TOM COCTaB NMEPCOHANBHBIX
JNAHHBIX TMpEJCTaBleH B JIOKAJIBHOM HOpPMAaTHMBHOM akTe opraHusauuu «llepeyeHs
TIePCOHANBHBIX AaHHBIX».

1.2. Tlonoxenue pa3paboTaHo B COOTBETCTBHH C TpeOOBaHUSIMHU 3aKOHOAATEIHCTBA
Poccuiickoit ®enepariiu B 4aCTH 3aLIUThI IEPCOHABHBIX JAHHBIX.
1.3. TpeboBaHuss HacTOAIIEro TOJIOKEHHUS HampaBlieHbl Ha IpeAOTBpalleHHe

YTeUKd 3aluiiaeMol WHpOpMaLWK, HeCAHKIMOHUPOBAHHOIO NOCTYNa M CIIELHAIBHBIX
BO3JIeMCTBHI Ha UHpOPMALIHIO.

1.4. OcHoBHBIe HampaBneHuss paboT Mo  3auuTe
(manee — 311 /1n):

1) npenoTBpalleHHe — HECAHKUMOHMPOBAHHOTO  JocTyma K HMHGQOpMaluu
U (MJIM) nepesavy ee JINLaM, He HMEIOIMM NpaBa Ha AOCTYI K HHGOpMaluH;

2) paspaboTka M TNpakTHYecKas peaju3allusi OPraHU3aLHOHHBIX M TEXHHYECKUX
MEPONPHUSATHH IO 3alUTe:

NEPCOHAIBHBIX  NaHHBIX

uHopmauuy, obOpabaTeiBaeMOW  CpeAcTBAaMH  BBIYHCIMTEIBHOM
(manee — CBT);

HHGOpMAIMH, BEIBOAUMOI Ha 3KpaHBI BUEOMOHUTOPOB;

uHopManuy, XpaHsmeiics Ha QU3MYECKUX HOCHTENAX, B TOM YHCIE, BXOISIIUX
B cocTaB HHYOPMALIMOHHOM CHCTEMBI IEpCOHANBHBIX AaHHBIX (nanee — MCIT/In);

3) cBoeBpeMeHHOe OOHapyxeHHe ()aKTOB HECAHKIIMOHHUPOBAHHOTO JOCTYyIIa
K nHOpMaImy;

TEXHUKH

4) mpenynpexIeHUe BO3MOXXHOCTH HeOJAronpHATHBIX ITOCIEACTBUN HapyIISHHUS
NOpsiKa NOCTYyTa K MHQOpMALUH;

5) HepmomylleHMe BpPEJOHOCHOTO BO3JIEHCTBUSI Ha TEXHHYECKHE CpeNcTBa
06paboTku HHGOPMALIUH, B Pe3yJIbTaTe KOTOPOro HapyLIaeTcsl UX GYHKIHOHUPOBAHHUE;

6) BO3MOXXHOCTH He3aMeJIUTEIEHOro BOCCTaHOBJICHHS UHpOpMaLuHy,
MOAM(HULIMPOBAHHON MM YHUYTOXKEHHOM BCIEJCTBHE HECAHKIMOHMPOBAHHOIO AOCTYIA
K Hel;

7) TOCTOSHHBIH KOHTPOJIb 32 0OecriedeHneM ypOBHS 3aLUILEHHOCTH HH)OPMALIUH.

1.5. OcHOBHBIE CITOCOOBI ¥ MEPHI 3aIIUTHI EPCOHANBHBIX AaHHBIX:

1) npusneuenue nuneHsuatoB OCTOK Poccum i BBIMONHEHHs paGoT
10 TEXHUYECKOM 3aluTe NEPCOHANBHBIX NaHHBIX;

2) KaTeropMpoBaHHe 00BEKTOB MH()OPMATH3ALMH;

3) NIpOTHBOJAEHCTBHE yTEUKe IO TEXHUYECKHM KaHaJlaM, HECAaHKI[MOHHMPOBAHHOMY
JIOCTYILy, IPOrPaMMHO-TEXHMYECKOMY BO3JAEHCTBUIO C LIENBIO HAPYLICHUS LEIOCTHOCTH
u poctynHoctu [1/1H B mpolecce ee 06paGoTky, nepeauy ¥ XpaHEeHuUs;
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4) npuMeHeHuUe ABTOMAaTU3UPOBAHHBIX CHCTEM B 3aIMUIEHHOM HCIOJHEHUH
Juist 00paboTKH, XpaneHus u nepenauu [1)1n;

) Hcnonb3oBaHMe CepTHOUUMPOBAHHBIX cpeAcTB 3ammthl IIJ[H OT yTeykw
1O TEXHUYECKUM KaHasaMm;

6) ucnons3oBaHue CepTU(HIMPOBAHHBIX CpencTB 3aIHUTHI [1/1n
OT HECAHKLIMOHMPOBAHHOTO focTyna (nanee — HCJI) 1 KoHTposb X 3¢ peKTHBHOCTH;

7) arrectauus 06BEKTOB MH(OPMATH3ALUH MO TpeOOBaHUAM HH(POPMALHOHHOM
OesonacHocTH.

1.6. JIOIKHOCTHBIE ML, OTBETCTBEHHBIE 32 BHITIONHEHHE TpeOOBaHU# HACTOSALIETO
TIOJIOXKEHUS ;

1) otserctBenHocts 3a 3II[[H B OpraHM3aLMM HeceT PYKOBOAMTENb M BCE
COTPYAHWKH, IOMYyLIEHHBIE 10 paboThl ¢ JaHHOM MH(OpMaLUei; '

2) OpraHU3AlUMOHHO-METOAMYECKOE  PYKOBOACTBO paboramu mo  3I1[H,
BBIMONHEHHe pabor mo 3II[JH M KOHTPONb BBHIMOJHEHMS TPeGOBAHMHA HACTOSILEro
TIOJIOKCHUS  BO3JIAraeTcss Ha OTBETCTBEHHOro 3a obecnedeHue HHPOPMALMHOHHOM
OesonacHocTH (aAMHHICTPaTOpa MH(OPMALHOHHOM 6e3omacHOCTH).

2. Ilopsinox onpeneeH s 3alMLIAaeMoii HHPOPMAIHH

2.1.Ycnosuss  oTHeceHWs: MHGOPMAUMH K  CBEJEHHSAM, COCTABISIOLIAM
KOMMEPYECKYIO TaiiHy, CiIy)KeOHyI0 TaifHy U MHYIO TaliHy, 0653aTeIbHOCTh COOMIONEeHNs
KOHQHIEHIMATBHOCTH TaKOH HH(OPMALIKH, a TAK)Ke OTBETCTBEHHOCTb 3a €€ PasrilallicHuUe
YCTaHABJIMBAIOTCS B COOTBETCTBHH C 3aKOHOAaTeNbcTBOM Poccuiickoit @enepanuu.

2.2.Cpefieniiss O TEPCOHANBHBIX JAHHBIX ONpENENEeHBl COOTBETCTBYIOLMM
NepeyHeM, BBEJCHHBIM B [EWCTBHE COOTBETCTBYIOLUIUM pAaCIOPSAMTENHHEIM aKTOM
OpraHu3aluH.

OpranuzanuonHble U TexHUYeckue Mepompustus no 3[IJIH OCyMECTBISIOTCS

Ha OCHOBE TpeOOBaHUI HOPMATHBHBIX NIPABOBBIX AKTOB M IOKYMEHTOB B yKa3aHHOI chepe
NesITeTbHOCTH.

3; HOpﬂ}.'lOK NPHBJICYCHHS CIICNHATHIHPOBAHHBIX CTOPOHHHX opraumaum‘fl
IpH paspaﬁoTKe H 3KCITyaTalluH 00bEeKTOB an)opmaTmalmn H CPEACTB 3alHThI

3.1. Opranusauus pa6or mo 3I1[IH, meToaMyeckoe PYKOBOICTBO, pealn3auys
¥ KOHTposb 3a 3ddexTuBHOCTHIO Mep mno 3IIJIH Bo3naraeTcs Ha OTBETCTBEHHOTO
3a obecrie4eHre UHPOPMALMOHHOH 6e30macHOCTH (aJMHMHUCTpaToOpa HH(pOPMAIHOHHOMN
0e30MacHOCTH).

3.2.lna  BeinonHeHuss  Meponpuatdd  mo  3IIJIH  MoryT npuBnekatscs
CrielMaIM3MpOBaHHbIE OPraHU3allK, HUMEIOLMe COOTBeTCTBYyIOmHUe JnieHsun OCTIK
Poccuu n/unu ®CB Poccun.

3.3.Ilpy BHIMONHEHUH OTAENBHBIX BHAOB pabor mo 3IIJIH ¢ npusieyeHHEM
CreLaNu3UpOBaHHbIX OpraHW3alliii Ha3HAYalOTCS COOTBETCTBYIOIUIME CIIELIMANIMCTBI,
OTBETCTBEHHBIE 32 OPraHMU3alUIO ¥ NPOBENEHHE NAHHBIX paboT.
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3.4. TInanupyemsie meponpustust no 3I1/In pa3pabaThIBalOTCS OTBETCTBEHHBIM
3a obecreuenue HHPOPMALMOHHOI GE30MACHOCTH M BKITIOYAIOTCS OTAENBHBIM paszenom
B TOJIOBOI IUIaH MEPONPUSTHI opranu3aiuu 1o 3[1/IH.

Pazpen nnauna no 3I1/{H npeaycMaTpuBaeT clieyiol e moApas/ebl:

MeponpuATHs 1o  BeimosHeHWio  pemlenuit DPCTOK  Poccuu, mnpukazoB
Y PaCTIOpsDKEHUH BhILIECTOsIIEH opranusauu 1o 3I1/1x;

OpraHu3alMOHHO-MeToMYeckoe obecneuenne pabor mo 3I1/In (paszpaborka,
KOPPEKTHPOBKA U COIIAaCOBAHUE OPraHU3allMOHHO-METOJUYECKUX AOKYMEHTOB, IIJIAHOB,
OTYETOB; COCTaBJieHHE 3asBOK Ha TexHuyeckue ycrpoictBa 3I1[IH; oOydyeHue
COTPYAHUKOB);

KOHTPOJIbHbIE MEPONPUATUS (OLIeHKA JOCTATOYHOCTH NMPUMEHSIEMBIX MEpP U CPECTB

311 An; addexruBHOCTs MpHHMMaeMbix mMep 3I[1J[H B opraHm3auuu; ydactHe B pabote
KOHTPONHMPYIOLIUX OPraHOB).

4. Ilopsinok pa3paGoTkH, BBOAA B el CTBHE H IKCIUIyaTALHH 00 bEKTOB
uHpopMaTH3ALMH

4.1.Tlopsmox, Meromsl u cmocobbl 3II/IH ompenensroTcss HOPMAaTHBHBIMU
npaBoBbIMH akTamMH U JokymMeHTamu ®Cb Poccun u ®CTIK Poccun.

4.2. locTaTOYHOCTh MpPHHATBEIX Mep Mo ofecrneyeHuto Oe3zomacHocTH I1/IH
npu ee oOpaboTke B CHCTEMax OIEHMBAeTCs NP INPOBEAECHHH TIOCYIapCTBEHHOT'O
KOHTPOJIS ¥ Haa30pa.

4.3. besonacHocts I1/1H npu ux o6paborke B UCII[IH obecrieynBaeTcs ¢ MOMOIIBIO
C3I1/11, Bxmovarolmell OpraHM3alMOHHBIE Mephl M CpEICTBAa 3alUTHl HH(OPMALWH,
CPeJCTBAa TpPENOTBPALIEHHsS HECAaHKIHMOHHUPOBAHHOIO MOCTYNa, YTEYKH HHGOpMALHU
[0 TeXHHUYECKUM KaHallaM, NpPOrpaMMHO-TEXHUYECKHUX BO3JEHCTBMM Ha TEXHUYECKUE
cpezncTBa 00paboTky, a Takke ucnonsdyemsle B ICIT/IH uHpOpManHOHHbBIE TEXHOIOTHH.
TexHuyeckue ¥ NPOrpaMMHBLIE CPEACTBA MOJDKHBI YIOBIETBOPSATH YCTaHABIMBAEMBIM
3aKOHOZaTeNbCTBOM Poccuiickoit Pepepanun TpeGOBaHUAM, OOECIICUUBAIOIKMM 3AUUTY
nH(OopMaLUH.

Cpenctsa 3amuThl MH(OpPMALKMH, NPUMEHsAEMble B MHOOPMAILMOHHEIX CHCTEMaX,
B YCTaHOBJIEHHOM IOPSI/IKE IPOXOAAT NPOLELYPY OLIEHKH COOTBETCTBHSI.

4.4, Oxcnryatauus C3[IJIH # CpencTB 3alMTHl B €€ COCTaBE OCYIIECTBISETCS
B COOTBETCTBUM C TEXHOJIOTHYECKMM IPOLECCOM W HMHCTPYKLMSAMH IO 3KCIUTyaTal[uH
CpPECTB 3alIUTHI.

4.5. JTns obecnievenus 3amutsl IIH npu sxcruryaranuu C3I1IH U cpeAcTB 3amuTs
HEeoOX0IMMO COOIOIAaTh ClIeyIoNre TpeOOBaHus:

JOCTYyN K 3alyiaeModl uHdopMauuu juy, paGoraromux B MCIIdu
(monp30BaTenei, 00CTyKMBAIOLIETO NEePCOHANA), HO/DKEH MPOU3BOAUTECSA B COOTBETCTBHU
C TIOPAJIKOM, YCTaHOBJIEHHBIM Pa3peIIUTENbHOM CHCTEMOM N0CTYIa;

Ha mepuon oOpaborku II[JH B noOMewleHMH, THe pPa3MEINAIOTCS OCHOBHBIE
TEXHHYECKUE CPEACTBA M CHCTEMBI, MOTYT HAXOJUTHCS TOJBKO JIML@, AONMYIIEHHbIE
B YCTaHOBJIEHHOM Iopsake K oOpaGarteiBaemoit MH(GOpPMauMW, JOMyCK JAPYIHX
UL 71 IPOBEJICHNs. HEOOXOAUMBIX NPOGUIAKTHYECKUX MM PEMOHTHBIX PabOT MOXET




OCYWIECTBIATECS B 3TO MOMEIIEHHE TONBKO B MPHCYTCTBUM OTBETCTBEHHOIO
3a obecneuenue nHbopMauMOHHO Ge30macHOCTH;

NpA pasMEIIeHNH B MOMEIEHUH HECKOJBKUX TEXHHYECKHX CPEACTB OTOOpaXKeHHs
vHbOpMaLKK, N0mMKeH GBITh MCKITIOUEH HECaHKIIMOHMPOBAHHBIA NPOCMOTP BBIBOAUMOM
Ha HUX UHGopMaluH;

B cioyyae  KOMIPOMETalMM  MapoiibHOW  HMHGOpManuM  OTBETCTBEHHBIM
3a obecneyenre WHPOPMALMOHHON 6€30MacCHOCTH JIOJKEH MPUHATH ONEPATHBHBIE MEPHI
MO 3aMeHe Taponeil W MAEHTU(QUKATOPOB, a TaKKe MHULUMPOBATh CIyKebHoe
paccrienoBaHue.

4.6. Bce wHocutenu II[la Ha OyMaxHO#, MArHUTHOH, ONTHYECKOU
(MarHUTO- ONTHYECKOI) OCHOBE, HCTOJb3yeMble B npouecce obpaborku I1/1n B UCIIT/IH,
NIOJUIeXKAT yYerTy.

477. BpeMeHHO He WCIOJb3yeMble yYTEHHble HOCHTENH HH(OpMALHUH HOJKHBI
XPaHUTBCS B CHEUUAIbHO OOOpYHNOBaHHbIX JJs 3TOr0 MeCTaX, HENOCTYIHBIX
JUISl TIOCTOPOHHUX JIHII.

4.8. Tlepuomuueckuil KOHTPONIb BKIIOYaeT B ceOsA: KOHTPOJb BBINOIHEHHS
OpraHu3alMOHHBIX MeponpusitHid mo 3[I/lH B COOTBETCTBMM C TOJOBBIM IIJITAHOM
Meponpusituit mo 3I1/{H; WHCTpyMeHTaJIbHBIH KOHTPONb 3(QGEKTUBHOCTH BHEIPEHHBIX
CPEJICTB 3aIIMTHI. ‘

MHcTpyMeHTaNnbHBIE ~ KOHTPOJb ~ NPOBOJAMTCS ~ HE  peXe  OOHOro  pasa
B I'OJl C MPUBJIEYEHHEM Ha JOrOBOPHOW OCHOBE OpraHM3alMi, MPOBOJAMBIIMX aTTECT2LHIO
3TUX OOBEKTOB WM APYrMX OpraHW3alii, UMEIOIUX JHLEH3HIO Ha COOTBETCTBYIOLIMMA
BUJI I€STENBHOCTH.

HHcTpyMeHTanbHEBI KOHTPOJb SBJsieTCs 00s53aTeIbHBIM IPY BBOJIE aTTECTOBAHHBIX
pabounx MecT B 3KCILUTyaTallHIO; IOCNe YCTAaHOBKU, PEMOHTa UMK 3aMeHbI cpenctB 3I1/1H;
NIpY U3MEHEHHUH yCIIoBHi sKcIuTyaTaiu OV, pa3MeleHns: TEXHUYEeCKUX CPEICTB.

49.Ilo pe3ynpTaTaM KOHTpPOJS COCTABIAETCS aKT, B KOTOPOM OLICHHBAETCS
cocrossuue C3IIJIH, yka3pIBalOTCA HMEIOIIMECS HApyIIEHHUS U CPOKH HX YCTpaHEHHs,
IaeTcs 3aKI0YeHHe.

PesynpraThl paboT [OKJIAABIBAIOTCA PYKOBOIAMUTENIO OpraHU3allUH,
yTBEp)KAAET NpeCTaBIsIEMBIH aKT.

B cioydae uMMeIOIIMXCS CEPBE3HBIX HapyIleHWid, pabGoTsl
WHGOPMaTH3aLMH IPUOCTAHABIMBAIOTCS IO X YCTPaHEHHSL.

KOTOPBIi

Ha oOBexTe

5. OTBEeTCTBEHHOCTh AOJIZKHOCTHBIX JIHI{

5.1. JIo/KHOCTHBIMH JIMLIAMH, OTBETCTBEHHBIMU 32 OPraHU3ALMIO U OCYIIECTRICHUE
Meponpustuil no 3I1/IH B opraHu3anuu sABIsAIOTCA:

— PYKOBOAHUTEINb OpPraHU3aluy;

— OTBETCTBEHHBIH 32  HMHQPOPMAlLMOHHYI0  Ge30MacHOCTh
(amMuHECTpaTOp HHPOPMALIMOHHOM 6€30acHOCTH).

5.2. KommieTeHIMs PYKOBOJUTENS OpPraHM3alMd NPUMEHHTENBHO K HACTOSIIEMY
TIOJIOXKEHHIO:

onpezieNseT COTPYAHUKOB OpraHu3alyy, puBiIeKkaeMbix K 3[1/1x;
yTBepXaaeT JoKyMeHThI 1o 3I1/1H;

OpraHusanuu
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NPUHMMACT peleHue o Gpunancuposanuu pa6ot mo 3I1J1H;

TIPUHMMACT pelleHHe O MNpeKpalieHuH paboT B Ciyyae BbIABIEHWS HapyIICHHiH
TpeGoBauii no 3I1J1u, a TaKke 0 BO306HOBIEHNH PaGOT OCHE MX YCTPAHEHHS.

5.3. Komnerenuust  otsercTBenHoro 3a  MHGOpMAILMOHHYIO  6€30MacHOCTH
OpTraHu3alkK (aAMMHICTPATOp MH(OPMALMOHHOM 6€30macHOCTH):

OCYLIECTBISIET ~ TOJOBOE  IUIAHMPOBAHME  MEPONPMATMHA  OpraHM3alMH
110 3I1J/IH ¥ KOHTPOJIb 32 €r0 BHITONHEHHEM;

OpraHusyer pa3paboTKy ¥  BHeIpeHHe
TEXHHYECKUX MeponpusTuii no 3I1/{n B opranuzauum;

TPE/ICTABNIAET HA YTBEPK/ICHHE PyKOBOAUTENIO OpraHu3aui JokyMeHTbI o 311/TH;

ouenmBaeT >(PeKTUBHOCTL NpuHEMaeMbix Mep mo 3[1[H u opraHusyeT paboTbl
TI0 YCTPAHEHHIO BBISBIEHHBIX HEJIOCTATKOB;

HeOGXO,ZlHMbIX OpraHuM3alMOHHO-

dbopMuUpyeT mpeUIoKeH s MO yCTpaHEeH IO HexocTaTKoB 110 3I1IH;
BBISIBJISIET HApyIeHUs B TexHosoruu obpaborku I1/1H;

NpOBepsieT MPAaBHIBHOCTh (DYHKIMOHHPOBAHHMS CHUCTEM pasrpaHHYeHHs A0CTyNa
K I1J11 n Hanuuue cpencts 3amuThl [1/1H;

OCYLIECTBIISICT JOKYMEHTaJIbHOE OCbOpM.TIeHI/Ie NPpOBOAUMBIX

3aIlUTHBIX
MEpOTIPUSATHH;

OKa3bIBaeT METOJMYECKYIO IOMOLIb COTPYyJHHMKaM OpraHU3alMd W IPOBEACHHH
pabot mo 3I1/1H.

6. Hepeqenb JIOKAJIbHBIX HOpDMATHBHBIX aKTOB, HeoOXOAUMBIX AJIS OpraHu3alHH
paﬁoTbl MO 32l HTe NEPCOHANBbHBIX JAHHBIX

Hepeqeﬂb NEePCOHAJIbHBIX JAaHHBIX OpraHU3alluM.

I/IHCprKHI/ISl T10JIE30BaTEIIA PIH(bOpMaL[HOHHOﬁ CHUCTEMBbI IEPCOHAJIBHBIX AAaHHBIX
OpraHu3alyu.

WHCTpYKLMS TI0 JEHCTBUSM MOJIB30BATENs B CIIy4ae HEIITATHOW CUTYaLHH.
VIHCTpyKUKs aIMAHUCTpaTOpa HHGOPMALMOHHOH 6€30MacHOCTH.
VIHCTpYKLHS 110 apXHBallMK HHPOPMALMOHHBIX PECYPCOB CHCTEMBI.
MHCTpyKUMsi 110 OPSAKY yUeTa U XPaHEHHs ChEMHBIX HOCUTEEH.




